
 

  

 

  

IOSCO/MR/22/2024  

Madrid, 19 November 2024  

IOSCO unveils New Roadmap to enhance Retail Investor Online Safety 

Comprehensive strategy to address online fraud, promote safe investing 

and enhance global cooperation. 

First phase delivers Consultation Reports on Finfluencers, Copy-Trading 

and Digital Engagement Practices (DEPs) 

In a new, emboldened effort to address the rise in retail investor fraud and 

manage the risks posed by technological advancements, IOSCO has today 

launched a new Roadmap for Retail Investor Online Safety (the ‘Roadmap’). 

This strategic initiative aims to safeguard retail investors worldwide from fraud, 

excessive risk and misinformation as digital trading and social media reshape the 

retail financial market. 

IOSCO’s Roadmap addresses these emerging risks by focussing on enhancing 

investor education and promoting robust regulatory frameworks to better protect 

retail investors. This initiative reflects IOSCO’s commitment to building a safer, 

more transparent, environment for all retail investors engaging with online 

financial markets. 

With five waves of targeted actions planned over the next 12 months, IOSCO’s 

Roadmap introduces a comprehensive approach focused on regulation, 

education and collaboration to address emerging digital risks, that stem from 

technological developments and increasing impact of social media on retail 

investor decisions. 

As part of the regulatory strategy, the outlines measures to address practices like 

copy trading and the influence of finfluencers, who often share unregulated 

advice on social media. 

The first wave, published alongside the Roadmap today, delivers three 

Consultation Reports: 

First, a Consultation Report on Finfluencers - While Finfluencers help make 

finance accessible particularly to younger investors, they also pose risks by 

potentially spreading biased information and promoting high-risk products without 
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adequate conflict-of-interest disclosures. IOSCO's Consultation Report elaborates 

Good Practices for regulators, market players, and Finfluencers to foster a safer, 

more transparent environment for retail investors. 

Second, Copy Trading - This popular approach, often focused on short-term 

strategies in complex and volatile markets such as foreign exchange and crypto-

assets, exposes retail investors to significant risks through automated, high-risk 

trading decisions. IOSCO’s Consultation Report provides Good Practices to guide 

regulators in strengthening oversight of copy trading platforms, helping protect 

investors from potential harm. 

Third, Digital Engagement Practices (DEPs) - DEPs, such as gamification and 

targeted prompts, make investing more accessible and engaging, particularly for 

younger investors. While DEPs can boost financial literacy, they may also 

encourage excessive trading, steering investors toward high-risk products. 

IOSCO’s Consultation Report calls for a balanced approach, setting Good 

Practices to ensure DEPs promote informed and safe trading behaviour. 

Derville Rowland, Chair of the Retail Investor Coordination Group tasked with 

overseeing this work at IOSCO, added: “The online and cross-border nature of 

product offerings exacerbates potential risks to retail investors everywhere. Our 

New Roadmap outlines how IOSCO will engage with market participants on 

appropriate market conduct online and with social media and internet platforms 

globally to work with us to help combat retail fraud and eliminate bad actors. It 

also illustrates how we will equip retail investors with the knowledge they need to 

make informed decisions and identify potential online threats.” 

For the first time, IOSCO will also seek to engage and collaborate with social 

media companies, search engines and other internet providers to encourage 

them to restrict and monitor harmful content, protecting retail investors on a 

global scale. 

Jean-Paul Servais, Chair of IOSCO’s Board and Chairman of the Belgian 

Financial Services & Markets Authority (FSMA), said: “Protecting retail investors 

lies at the heart of IOSCO’s mission statement. Recent market developments 

across continents are calling for a globally coordinated response through IOSCO. 

The Roadmap is a landmark step toward creating a safe and transparent digital 

investment environment. IOSCO and its 130 member jurisdictions, representing 

95% of global securities markets, are committed to working together to combat 

online harm and to uphold investor trust and confidence in online financial 

markets.” 

IOSCO invites feedback on its three Consultation Reports by January 20, 

2025. 

Notes to Editors 

1. IOSCO is the leading international policy forum for securities regulators 

and the global standard setter for financial markets regulation. It develops, 

implements and promotes adherence to internationally recognized 
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standards for financial markets regulation and works closely with other 

international organizations on the global regulatory reform agenda. 

2. The organization's membership regulates more than 95% of the world's 

securities markets in some 130 jurisdictions. By providing high quality 

technical assistance, education and training, IOSCO supports its 

members to come together to achieve the following three objectives.  

 Enhance investor protection; 

 Ensure markets are fair and efficient; 

 Promote financial stability by reducing systemic risk. 

3. The IOSCO Board is the governing and standard-setting body of IOSCO 

and is made up of 35 securities regulators. Mr. Jean-Paul Servais, the 

Chair of Belgium’s Financial Services and Markets Authority (FSMA) is the 

Chair of the IOSCO Board. Shigeru Ariizumi, Vice Minister for 

International Affairs, Financial Services Agency, Japan, Dr Mohamed Farid 

Saleh, Executive Chairman of the Financial Regulatory Authority, Egypt, 

and Rostin Behnam, Chair of the U.S. Commodity Futures Trading 

Commission, are the Vice-Chairs of IOSCO Board. IOSCO is the leading 

international policy forum for securities regulators and the global standard 

setter for financial markets regulation. The organization's membership 

regulates more than 95% of the world's securities markets in some 130 

jurisdictions, and it continues to expand. 

4. The Growth and Emerging Markets (GEM) Committee is the largest 

Committee within IOSCO, representing more than 75% of the IOSCO 

membership, including ten of the G20 members. Dr Mohamed Farid 

Saleh, Executive Chairman of the Financial Regulatory Authority, Egypt, is 

Chair of the GEM Committee. The Committee unites members from 4 

growth and emerging markets and communicates their views at other 

global regulatory discussions. 

5. IOSCO counts four regional committees: (1) Africa / Middle-East 

(AMERC) chaired by Ms. Nezha Hayat Chairperson and CEO of the 

Moroccan Autorité Marocaine du Marché des Capitaux, (2) Asia & Pacific 

(APRC) chaired by Ms. Julia Leung Chief Executive Officer of the Hong-

Kong Securities and Futures Commission, (3) European Regional 

Committee (ERC) chaired by Mr. Jean-Paul Servais Chairman of 

Belgium’s Financial Services and Markets Authority, and (4) Inter-

American Regional Committee (IARC) chaired by Ms. Lucia Buenrostro 

Vice President of Regulatory Policy at the Mexican Comisión Nacional 

Bancaria y de Valores. 

6. In June 2023, IOSCO’s Board established the Retail Investor 

Coordination Group (RICG) which coordinates IOSCO’s activities across 

policy, enforcement and investor education under a holistic umbrella of 

investor protection. The RICG is chaired by Derville Rowland, Deputy 



Governor of the Central Bank of Ireland.The RICG’s work is focussed on 

identifying and mitigating emerging retail conduct issues on the one hand, 

with both policy and financial education sets of initiatives focused on (a) 

finfluencers; (b) copy trading; (c) broker-dealer conflicts of interest; (d) 

fractional asset trading; and (e) digital engagement practices (DEPs). On 

the other hand, RICG’s enforcement focus is devoted to the enforcement 

activities regulators undertake to prevent online harm and fraud. These 

cover two sub-areas: (i) international cooperation for effective prevention 

and investigation on online illegal activities; and (ii) increasing awareness 

of online harm and better supervision of online fraud and mis-selling. 

7. The eventual findings of the Digital Engagement Practices 

Consultation Report will supplement the work that IOSCO delivered in 

2023 on the retail conduct implications of COVID-19 (see FR05/23 Retail 

Market Conduct Task Force Final Report, paragraphs 2.9, 2.12, 6.3 and 

6.5), which noted the surge in self-directed trading and offerings of higher-

risk products. 
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